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O6 yrBepxkaenun Ilonoxkennss 06
00paboTke U 3alIUTE MEPCOHATbHBIX
JAHHBIX CIOPTCMEHOB U CIIOPTHBHBIX
cyneii B DTCAPP

B coorBercTBUM ¢ DenepanbHbiM 3aKk0oHOM OT 27 wutonst 2006 r. Ne 152-@3
«O nepcoHaJIbHBIN TaHHBIX», B LESIX 00eCIIeUeHH s 3aIUThI IEPCOHATBHBIX JaHHBIX

CIIOPTCMEHOB M CIIOPTHUBHBIX CyZei pH uX 00paboTke, MPHUKa3bIBAIO:
1. YTBepnuth Ilonoxenue 06 oO6paboTke W 3aIuTe MEPCOHATBHBIX TAHHBIX
cioprcMeHoB U cnoptuBHbIX cyneili B DTCAPP cormacHO mpHIIOXKEHUIO

K HaCTOAIIEMY IIpHUKa3y.
2 KOHTpOJIB 3a BBIIIOJIHCHUEM HACTOSAMICTO IIPpHUKa3a OCTaBJIAIO 3a co00Ii.

Ipe3unent ®TCAPP / / H.B. EpactoBa



[Tpunoxenue k npuxkazy ®TCAPP
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INHOJOXEHUNE
00 00paboTKe U 3aIHTE NEePCOHATBHBIX JAHHBIX CIOPTCMEHOB H CIIOPTHBHBIX
cyneii B ®TCAPP

1. O01ue moIoKeHUs

1.1. HacrosinaMm ITonmoskeHrueM 06 00paboTKe U 3allliTe NePCOHAIBHBIX JTAHHBIX
criopTcMeHoB U criopTuBHBIX cyneit B OTCAPP (nanee — Ilonoxxenue) onpenensorcs
IPUHIMIIBI, COCTAB M MOPSAOK 00paOOTKM NEPCOHAIBHBIX JaHHBIX CIOPTCMEHOB M
cnopruBHeix cyneii O®TCAPP B 6azax manHeix @TCAPP, B ToM uYucie Ha
opunuansaom caiite ®TCAPP B mHpOpMALMOHHO-TEIEKOMMYHUKAI[MOHHON CETH
WuTepHeT, a TakkKe MephI 110 00eclieueHII0 0€30IIaCHOCTH IIEPCOHANIBHBIX TaHHbIX.

1.2. O6paboTKa IMEPCOHANBHBIX TaHHBIX CIOPTCMEHOB M CIOPTHUBHBIX CyIe
OTCAPP oCyIlIEeCTBISIETCS UCKIFOUMTEIBHO B IEIAX 00ecleueHus: COOMIONEHHMs
3aKOHOB W WMHBIX HOPMATHUBHBIX IIPABOBBIX AaKTOB, COLECHCTBHMS CIOPTCMEHaM U
CIIOPTUBHBIM CYIbsIM B peaji3allid MX IIPaB U 3aKOHHBIX HHTEPECOB B paMKax
nesitenbHOCTH O TCAPP.

1.3. Bce Bompocsl, CBS3aHHBIE C 00paOOTKOM U 3aILUTON NIEPCOHATBHBIX JaHHBIX
CIIOPTCMEHOB ¥ CIIOPTUBHBIX CyJeH, He yperyaupoBaHHble HacToAmuM [lonoxenuem,
paspelraloTcs B COOTBETCTBHU C 3aKOHOJATenbcTBOM Poccuiickoit ®emepanvy B
00JIaCTH MepCOHATBHBIX JJAHHBIX.

2. OcHOBHbBIE OHSATHS, IPUHIUIBI, COCTAB NMEPCOHAIBHBIX JAHHBIX
CNIOPTCMEHOB M CIIOPTHBHBIX CyAei

2.1. Jlns ueneit HacTosimero [looxenus UCIoNb3yrOTCs CIEAYIOLIHe OCHOBHbBIC
MIOHSITHSA

- IEpPCOHAIIbHBIE JaHHBIE - Jt00asi MH(OpMalKs, OTHOCIINASACS K IPSIMO WA
KOCBEHHO OIIPE/IEIIEHHOMY, HJIH OIIpeieNiieMoMy (pU3UYeCKOMY JIUILY;

- oniepatop - OTCAPP;

- 00paboTKa IEPCOHANBHBIX [TaHHBIX - JiroOoe JelcTBUe (omeparys) WK
COBOKYIIHOCTh JeHCTBHIA (Omepalnii), COBEpIIAEMbIX C HCIIOJIL30BaHMEM CPENICTB
aBTOMAaTHU3alliK WK 0e3 UCIIOJIB30BaHMUs TAKUX CPENICTB C IEPCOHANIBHBIMU JTaHHBIMH,
BKJIFOYast cOOp, 3aIlUCh, CHUCTEMAaTH3alllio, HAKOIUIEHWE, XpaHEHHEe, yTOYHEHHE
(oO6HOBIIEHHE, M3MEHEHUeE), W3BJICUEHUE, WCIIOJIb30BaHUE, nepenady
(pacmpocTpaHeHue, TMPEIOoCTaBlIeHUE, IOCTYI), OOE3IMYMBaHKE, OJIOKMPOBAHHE,
yIajeHue, yHUYTOXKEHHE IEPCOHAIIBHBIX JJAHHBIX;

- IPEIOCTaBIEHUEe I[EPCOHAJIBHBIX JaHHBIX - JIEHCTBHUS, HaIpaBJICHHBIC
Ha PacKpPhITHE TIEPCOHAIBHBIX JaHHBIX ONPEACICHHOMY JIMIY MK KPYTY JIMIIL;

- YHUYTOXKCHUE IEPCOHAIBHBIX IAHHBIX - JEHUCTBHUs, B PE3yJIbTATe KOTOPBIX
CTAHOBHUTCS HEBO3MOXXHBIM BOCCTAHOBUTH COJIEp)KAHUE IIEPCOHANIBHBIX JaHHBIX
B MH(OPMAIMOHHOM CHCTeMe MePCOHANIBHBIX JAHHBIX U (WUJIK) B PE3YJIbTaTe KOTOPHIX
YHAYTOXKAIOTCSL MaTepHalIbHble HOCUTEIIH IEPCOHAIBHBIX TaHHBIX,



- 00e3IMYMBaHKe TePCOHANBHBIX JTaHHBIX - JEHUCTBUS, B Pe3yabTare KOTOPBIX
CTAaHOBUTCS HEBO3MOXKHBEIM 0€3 HCIOJIb30BaHUS JIOTIONHHUTENBFHON HH(OpMaLuu
OIIPEENNTh IPUHAJIC)KHOCTD [IEPCOHATBHBIX JaHHBIX KOHKPETHOMY JIHILY.

2.2. O6paboTKa TMEPCOHAIBHBIX JA@HHBIX OpPraHM30BaHa OINEpaTropoM Ha
IIPUHIIATIAX:

- 3aKOHHOCTH meled W crnocoboB 00pabOTKM IEepCOHANBHBIX JaHHBIX,
J0OPOCOBECTHOCTH H CIIPAaBEJIMBOCTH B I€ATEILHOCTH OIIEPaTOpa;

- OrpaHM4eHHs] 00pabOTKU MEePCOHANBHBIX JaHHBIX JOCTWIXKEHHUEM KOHKPETHBIX,
3apaHee OIpeesIEHHBIX U 3aKOHHBIX LIENIEeH;

- JIOCTOBEPHOCTH TE€PCOHANBHBIX JaHHBIX, HX JOCTATOYHOCTH [UIf IeleH
00paboTKH, HENOMYCTUMOCTH 00pabOTKM NMEePCOHAIBHBIX JAHHBIX, U30BITOUHBIX II0
OTHOIIIEHHMIO K LEJISM, 3asBICHHBIM IIPH cOOpe MepCOHANBHBIX JaHHEIX,

- 00paboTKHM TOJIBKO MEPCOHANBHBIX JAaHHBIX, KOTOPBIE OTBEYAIOT LEIAM HX
o6paboTku (HemomycTuMa 00paboTKa MEepCOHANBHBIX NAHHBEIX, HECOBMECTHMAs C
1esIIMu cOopa MepCOHaANBHBIX JJaHHBIX );

- COOTBETCTBHSI COJlepKaHus 1 00beMa 00pabaThIBaeMbIX IIEPCOHANBHBIX JaHHBIX
3asBIICHHBIM IIeIsIM 00paboTku (00pabaThiBacMble IEPCOHANBHBIE JaHHbIE HE TOJDKHBI
OBITH U30BITOYHBIMY 10 OTHOIIEHHIO K 3asBJIEHHBIM LEsIM X 00paboTKR);

- HEJONyCTHMOCTH OOBeAWHEeHHs 0a3 NaHHBIX, COAEPXKAIUX IEPCOHABHBIE
JaHHbIe, 06paboTKa KOTOPHIX OCYLIECTBISETCS B LENAX, HE COBMECTHUMBIX MEXIy
coboii;

- obecmedyeHHss TOYHOCTH TEPCOHANBHBIX [AaHHBIX, HUX JOCTaTOYHOCTH, a B
HEOOXOMUMBIX CIyd4asX M aKTyaJbHOCTH [0 OTHOUICHMIO K IelsiM 00paboTkm
IepCOHANBHEIX JaHHBIX (OMepaTop NpWHHMAaeT HeoOXOoAUMBIE Mephl  JHbO
obecreunBaeT uX NPUHATHE 0 yAAJEHHUIO MIIK YTOYHEHUIO HETIOJTHBIX WIIH HETOYHBIX
JIaHHBIX ),

- XpaHEHWs TEPCOHANBHBIX JaHHBIX B (OpMe, IMO3BOJIAIOIIEH OIpeIeTUTh
cyOBeKTa NepPCOHANBHBIX JAHHbIX, HE JIONbIIE, YeM 9TOro TPeOyIoT 1ienu 00paboTKu
IIEPCOHATIBHBIX JIaHHBIX, €CIIH CPOK XPaHEHHUS IIEPCOHABHEIX JaHHBIX HE YCTaHOBJICH
(emepanbHEIM 3aKOHOM, JIOTOBOPOM, CTOPOHOM KOTOPOTO, BBI'OJOIpPHOOpeTaTeieM
WM TIOPYYUTENEM II0 KOTOPOMY SIBISIETCS CYOBEKT IIEPCOHANBHBIX JIaHHBIX.
OGpabareiBaeMble  IIEPCOHANBHBIE JIAHHBIC —IOJIEXAT YHHYTOXEHHIO JIHOO
00e3IMYUBAHMIO II0 JOCTHXKEHHH Ueield o0paboTkM WM B Cllydae YTpaThl
HeOOXOOUMOCTH B JOCTHDKEHHHM OTUX IeJied, eclld HHOe He IPeayCMOTPEHO
(benepaibHBIM 3aKOHOM. ‘

2.3. CocraB IepCOHANBHBIX JAHHBIX CIIOPTCMEHOB M CIIOPTUBHEIX CYIEH,
o6pabareisaembix ®TCAPP, ompenensieTcst ¢ y4eToM ocobeHHocTel BeneHus 6a3
manuelx  GTCAPP 1o  COOTBETCTBYIONIMM BMJAM  CIOPTa, YCTaHOBJIECHHBIX
HopmatuBHbeIMH qokyMeHTaMH OTCAPP o 6azax panneix OTCAPP, u moxer
CoJiepXKaTh:

2.3.1. B oTHoOIIEHHH CHOPTCMEHOB, B TOM 4YHCJIe: WHIMBUAYaIbHBIH HOMED,
®UO, naty poKaeHwsi, CIOPTHBHBIN pa3psif, 3BaHKe, KJIaCC MacTepCTBa (B OTHOLIEHUN
CIIOPTCMEHOB ~ TAHIEBAJIBHOTO CIOpPTa), MNPUHAMIEKHOCTh K PErHOHAIBHOM
CIIOPTMBHOM (efiepaun/criopTuBHOMY Kiy0y, CBEIEHHS O pyKoBojuTese Kiyba u
TPEHEPE, Pe3yJIbTAThI BBICTYIJICHUSI Ha CIIOPTHUBHBIX COPEBHOBAHUAX.

2.3.2. B oTHOLIEHHH CIIOPTUBHBIX CyJIeH, B TOM YHCIIe: MHIUBUAY AJIbHBIM HOMED,
®UO, cymeiickyro KaTeropuio, KilyOHyI0 IPHHAIIEKHOCTE.




2.4. Benenue U obecnedenre (yHKIMOHUPOBaHUsS 0as3bl JaHHBLIX, B TOM YHCIE
c6op, xpaHeHue, 06paboTka, nepenaya HHPOPMAIIH, COREPIKaIIeHCs B 6a3ax NaHHBIX,
a TaKoKe MPEJOCTaBIEHHE K HAM JIOCTyNa 00eCledrBaloTCs a]MHHICTpaTopamu Oa3
JIaHHBIX B COOTBETCTBHM C YPOBHEM JOCTyIia K 6a3e JaHHBIX U ¢ COOJIOjieHreEM
TpeGoBaHUi 3aKoHOJaTeNbCTBA POCCHICKOH Gdenepauyy 0 3allUTE MEPCOHABHBIX
JIaHHBIX.

2.5. ITonp3oBarensmu HHGOPMALIMH, COAECPKAILEHCS B 0a3ax JaHHBIX, SBISIOTCS
®TCAPP, a Taxxe HHBIE JIMIa, UMEIOIIKE JOCTYTI K opunuansHomy caity @TCAPP
B HH(OPMAIMOHHO-TEJICKOMMYHUKAIMOHHOH ceTr MIHTepHeT.

2.6. OTBETCTBEHHOCTH 3a paslJiallieHle NepCOHALHEIX JaHHBIX CIIOPTCMEHOB U
CTIIOPTHBHBIX Cy/Iei, a TAK)Ke 3a [IPaBUIILHOCT BBOJIA IAHHBIX ¥ paGOTHL ¢ HUMH, HECET
aJIMUHUCTpaTOp 0a3bl JaHHBIX, KaXI0T0 YPOBHI.

2.7. TlepcoHaBHEIE JAHHBIE CIIOPTCMEHOB ¥ CIIOPTHBHBIX Cy/EH JOJIKHBI OBITH B
no6oe Bpems uckmodeHs! u3 6a3 qaHHbix @TCAPP 1o ux TpeboBaHHuIo.

3. O6pa60TKa MEPCOHANBHBIX JAHHBIX CIIOPTCMEHOB H CIIOPTHBHBIX cyAe
3.1. Ucrounukom uHGopMauu 000 BceX NMEPCOHANBHBIX NaHHBIX CIIOPTCMEHOB
¥ CIIOPTUBHBIX Cy/I€i SIBISIOTCS HETTOCPEACTBEHHO CTIOPTCMEHBI U CTIOPTUBHEBIE CY/IBH.
3.2. ®TCAPP MoryT OBITh MOJIy4YeHBI [IEPCOHAJIBHBIC NaHHbIE CIIOPTCMEHOB U
CIIOPTHMBHBIX Cylell y TpeThell CTOpOHBI C cobmoneHuem TpeboBaHuit

‘3aKoHOfaresbeTBa Poccuiickor Menepanyu 0 3alUTe NePCOHANBHBIX NaHHBIX.

3.3. DTCAPP He mMeer mnpaBa mojydarb KW o0pabaTelBaTh IE€PCOHANBHBIC
JaHHBIE O CIOPTCMEHaX M CIOPTHUBHBIX CYIBSIX O MX pacoBOM, HAIMOHAJBHOM
IPUHAIEKHOCTH, TIOJATUYECKMX B3MVISAX, PENMIHO3HBIX M (QHIOCO(CKHUX
yOEXIeHUSX, COCTOSHUY 310POBbS M T.II.

3.4. O6paboTKa MEpPCOHATBHBIX JAHHBIX CIIOPTCMEHOB M CIOPTHBHBIX CyAeH
BO3MOJKHA TOJIBKO C UX COLIACHs.

3.5. Crroco6n1 00paboTKU NEPCOHANBHBIX JaHHBIX:

- C HCITOJIb30BAHUEM CPEJICTB aBTOMATH3ALIMH,

- 6e3 KCITOIB30BaHUs CPEICTB aBTOMATH3AIMH.

3.6. IIpn 06paboTKe NEPCOHANBHBIX HAAHHBEIX OTEparop MPUMEHSET MPaBOBBIC,
OpraHHM3AMOHHBIE ¥ TEXHUYECKHe Mepsl 110 obecredeHuio  0Ge30macHOCTH
[IepPCOHANEHRIX JIAHHBIX B COOTBETCTBMH C TpeOOBaHMSIMM 3aKOHOJATENIBCTBA
Poccuiickoit ®enepanu.

3.7. DTCAPP Ha OCHOBaHHM JOTOBOPa MOXET I[OPYyYHTh 0OpabOTKY
IIePCOHAJIEHBIX IaHHBIX TPEThEMY JIUILY.

4. 3aIIUTA NEPCOHANBHBIX JAHHBIX CIIOPTCMEHOB H CIIOPTUBHBIX CyAeH

4.1. ®TCAPP npu 06paGOTKe NIEPCOHATBHBIX JAHHBIX IPUHEMAET HEOOXOIUMBIC
OpraHU3alMOHHBIE U TEXHUYECKUE MEPBI IS 3al[UTHI IEPCOHANBHBIX JAHHBIX.

4.2. ObecrieueHye 3aIUTh] HEPCOHANBHBIX JaHHBIX, 00pabaTeiBaeMbix DTCAPP,
IOCTHUTaeTcs MyTeM NPHUHATHS CIIEAYOIIHX Mep 10 o0ecreueH o 0e30MacHOCTH:

- ompejieNieHie aKTYalbHBIX YIpo3 O0e30IacHOCTH TEPCOHANBHBIX [AaHHBIX U
MH(POPMALMOHHEIX TEXHOIOT U, HCIIOJIB3yeMBIX B HHPOPMAIMOHHBIX CHCTEMAX;

- IpUMEHEHNe OpraHM3alldOHHBIX ¥ TEXHHYECKHX Mep T0 00eCredeHUIo
Ge30MmacHOCTH HEpCOHANBHBIX JAHHBIX IIpH MX 00paboTke B HHQPOPMAIKHOHHBIX




cucTeMax oIepaTopa, HeOOXOIMMBIX MJIs BBHIIIONHEHHs TpeOOBaHWA K 3alluTe
NIePCOHANBHBIX JJAHHBIX;

- IpUMeHEeHHUe HPOLEeyp OLEHKH COOTBETCTBUS CPEIICTB 3aIUTEl HHPOpMALHY;

- oIleHKa >(QdEKTUBHOCTH IPUHMUMAEMBIX Mep 10 00ecleueHHo 0e30MacHOCTH
TIEPCOHANIBHBIX JAHHBIX JIO BBOJA B 9KCILTyaTallli0 HH(POPMAIIHOHHOM CHCTEMBI;

- y4eT MAITHHHBIX HOCHUTeJeH IepCOHAIBHEIX JaHHbIX;

- obecriedeHre paboTOCIIOCOOHOTO (Y HKIMOHIPOBAHUA KOMIIBIOTEPHON TEXHUKH
C HePCOHANBHBIMU JAHHBIMU B COOTBETCTBHH C DKCIUIyaTallMOHHOM M TEXHUYCCKOH
JOKYMeHTaIluell KOMIIBIOTEPHON TEXHWKM M C Y4eTOM TEeXHHYECKHX TpeOoBaHUH
UHGOPMALMOHHBIX CHCTEM M CPEJICTB 3aIlUTHl HHPOPMAIUH,

- 0OHapyXeHHe ¥ perucTpauys (akToB HECAaHKIMOHHUPOBAHHOTO JAOCTyNa K
TIEpCOHANBHBIM [aHHBIM, HECaHKIIMOHHPOBAHHOH NOBTOPHOM W JOTIONHUTENBHON
3amucd  mHGOPMAIMU TOCNe ee W3BIedYeHUs U3 MH(QOPMANMOHHOW CHCTEMBI
MIEPCOHAIBHBIX TaHHBIX U IIPUHATHE MED;

- BOCCTAHOBIEHHME IEPCOHAIBHBIX  JAHHBIX, MOJU(QUIMPOBAHHBIX  WJIX
yIaJIeHHBIX, YHHYTOXEHHBIX BCIIEAICTBHAE HECAHKIMOHUPOBAHHOT'O JIOCTYIIA K HUM;

- KOHTPONb 33 HPMHAMAEMBIMH MepaMH [0 OOecIedeHnIo 0e30macHOCTH
TIEPCOHANIBHBIX JAHHBIX ¥ YPOBHEH 3allUIIIEHHOCTH HHPOPMAIIMOHHBIX CHCTEM.




